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Ʒ 1. ╪Ḗ Ḑở‭ṧ‎

Ʒ 2. ◌♣

I.   ở ἲˉ



1. ╪Ḗ Ḑ ở‭ṧ‎
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Ἇ ÅSK Planet ɒ ╥

ÅỪἛ♣▫ ᾎS4 ɒײˏ ╥ (2 ὡ , NDA ˺)

Å₣ג╬˭▐ ᶛ╥ (ѻὡ)

ÅEBAY(₢Ἢ, ּתᵡ ) ᶛ╥

ÅLG U+ Fuzzing

Åҍˤ ᶛ╥

Å ₡ ‍ ᶛ╥

ÅỪἛSDS ╪ ҍ ᶷⱠ Ⱡ ḓ ⇔₅

ÅKISA Ḣ‡ҍ ᶷⱠ Ⱡ ḓ ⇔₅

(2006Ц 3 ~ 2013Ц 10 ) 8Ḵ ⇔₅

⁴̬ ÅGoogle Android –♩ ḛ˸ (2013)

ÅAndroid ῸἛ ─ ᶛѱ ᵠ ᾎᾅ ̯

- Hooking ͙ḹ ⁷̯

ÅiPhone Hooking ͙ḹ ⁷̯

- Kernel Hooking, Library Hooking, Application       

Hooking ͙ḹ ⁷̯

ἶᴱἧ ÅAndroid Application ♩ˤҵ̯ (Zyroid SE/DE) 

- SKT, SKP, KBἸ Ṓ , CJ₤ᵙẄЛ ∞ᾅ Ϸ

ÅAndroid ῸἛ ─ ᶛѱ ᵠ ᾎᾅ (Zyroid Enterprise)

- ỪἛ♣▫ , KT Ϸ

ÅKISA Android ῸἛ ─ ᶛѱ ᵠ ᾎᾅ ˌḛ

[╪Ḗ♩ṏ] [ở‭ṧ‎ Ḑ [Ἐ̐⅔ד

ở ᶕ ᾏל Ợ ᾎ₣ג ᵙ

Ҋ ╧ ở ‚♬͋

ở ‭ ṧ ‎
ᶛ╥

ṒΌ Ⱡ ⁷̯/ˌḛ

ד ἲ
Ἄ∂ᾎ ͔ ̯ ʺụҿ 543-1

ҍἛD-POLIS Bҿ 1108

⁴ א
02-861-9890

010-4177-1156

ở Ἇ ᵛ

У Ҳ
2012Ц 3∩ 14▀

҆ ṥ ᶴ

ở ‭ ͖ ʹ
2012Ц 3∩ ~ ◓

ׇ₠ᾋ ᵖ ѡ ͖Ḷ ⁴̬ᵎ ӣ ͖ὢ╖ Ḓ ╓ᴘ ṏῶ ἶᴱἧ ˉḘ Ḑ ᶘ╢ Ἇ ἉẈᾂᵎ

♫̎ ̃ ▐ѡ ṏῶ ἶᴱἧ ˉḘ Ḑ Ἇ ở█ѮѸ.

I. ở ἲˉ



ṏῶ ἶᴱἧ ˉḘ ͖ὢ ṏ┘ᾍ ͖Ḷ ṏ┘

2. ◌♣

ׇ₠ᾋ ᵖ ѡ ͖ὢ̐ ̃ˊ̐╢ ᾍᴤᵎ →Ἅ╓ᴘ ỵʸ ᶏ ↔₂ ̃ ▐ѡ ở█ѮѸ. ͖Ⱳ╢ ᵡ╕ ᶘ╢

Ὕ ╧ᴌ̐ ⁴̬ Ἐ̐, Ҋ █ừ ˼ᴌ ӫ ̃╢ ͖ὢᴌ╖ ṏ ͖ ⌐ Ἅ╖ Ѹ ̃ ▐ᾈѮѸ.

ÅKISA Ḣ‡ҍ 8Ц ⁷ἶ Ⱡ / ⇔₅

ÅἝ́ ̆ ὡר╥ DEFCONṕἐ בֿ 4─

Å̰Ͽ⁄Ἄ ל ̰Ⱡ ҍ ↕ᾍ

Å⌠   ᵙ ╪Ἢ –♩ ♩ˤ ἹᴴἪ
ˌḛ ͙ὥ Ṓ┬

ÅSmart Phone Monitoring ᾎᾅ ˌḛ

Åᶛ╥ ᾎ ⅝ ҵ̯ ˌḛ ͙ὥ Ṓ┬

Åѻ‚ ˌḛ …‡ ὢᴐ

ѸὝ╢ ᶘ╢ Ὕ ˼ ṏ┘

Åѻὡ ᶛ╥ ὡ ╬ᴏ Ṓ┬

Å▀ḙ/͔╔/͙̕ Ӯ ѻ‚ ˿⁄Ἄ
ᶛ╥ ὡ

Å⌠/ҥ╪ ḽ╪ᾅ/Ѿᵦ Ӯ ѻ‚
ҍỮ⁄ ҍ ᶛ╥ ὡ

Ἒ˾ Ҋ █ừ ˼ᴌ■ ṏ┘

Å͔╔̾ ᶉᶛᵙ ḛ˸ ḓ Ṓ┬

ÅMobile ͙ḹ Ṓ┬

ÅAPT ̑ ˶ ͙ḹ Ṓ┬

Å –♩ Exploit Ⱡ▬ ͙ὥ Ṓ┬

ÅMobile Zero Day Ṓ┬ (̯͒⁄ Ṓ̆/Ḳ͎ )
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I. ở ἲˉ



Ʒ 1. ˉḘḡ˼

Ʒ 2. Zyroid SEב?

Ʒ 3. Zyroid SE ◌♣

Ʒ 4. ♫ ̬Ἐ

Ʒ 5. ͖Ѩ̬ἘҲ

Ʒ 6. Ợ‭̮ṇ♅↑Ҋừ

II.  Zyroid SE ἲˉ



1. ˉḘ ḡ˼

ᶘḒ╪ ˼›Ἁ╢ ͖ὢ╕ שּ ̃ ▐╓ϫ ╩♅(♆ᶴʷ), ᶶ♅ ■∙╢ ṥⱱ╓ᴘ ╩ Ҋ╛ Ѩᴌ╢ ˾₫

Ѹ‗ ṏῶ ⅔̬ở ╢ Ὕ↑Ѩᴌ╢ ♫ ӫ╕ ♣ˡ כ͖ Ḑ ♇ ╢ כ ʷ ⅔̬ӄ̃ ▐╓ᶏ Zyroid SEѡ ͖ὢ♅, 

̒ᵖ♅( ׇ╧†ᾂ) ᶑ›Ἁ ừӅ ṏῶ ♣ˡ╖ Ὕ ѮѸ.
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ᶘḒ╪ ˼╢
͖Ḷ שּ

ᶘḒ╪   ʷצּ

╖♣‏ ╧↑ ˉ╩♩ṏ
┘

ᶘḒ╪   ṏῶ› Ҋ
╩ᾌ ṥⱱ

♣ˡ ᶙ כ ᵎ
♣ˡ ˷̐ כ

ὝҼ/■Ҽ ♣‏ ♣ˡ
┬

ṧ Ӆ ѻשּ ᶘӟ╖ ♣‏
ừἚ ♣ˡ

Ϯҳ Ӣ ṧἊ
ᾍ͈ ⌐ Pattern Ҳ

Ϯҳ ͖ὢ ♅↑╓ᴘ
╩ ṧἊ╢ „ᴋ∂

  ♣ˡ╖ ⌐
♆ᶴ ╩ᴌ ṥⱱ

╖♣‏ ╧↑ ˉ╩♩ṏ
┘

  ♣ˡ ᶙ
כ ˾ ḅẈ

˷♣ˡ╧ὺṏῶ╧ὺ

II. Zyroid SE ἲˉ



2. Zyroid SEב?
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♣ˡ╖ ⌐ ͖Ṓ ♩ṏ █ᴌ
∙ ᵗ ■Ҽ♣ˡ

ᵖ ■Ҽ♣ˡ

⌐͖Ḗ ѻ╖ ⁭
ῴἘ   ˡּצ ʷѨ

ῴἘ   קּ ʷѨ

˃ᴌ Ӣ ṧἊ╖ ⌐
Ѹ╧„͋ן ∙קּ

Ѹ╧„͋ן

ὲ↔ ở↑■ █ᴌ

ᾂᵞ ̐ PCҼ͖
ṏӢ₫ ᵞ→ᾂᴘ ᾂᵞ Ɑ□

ׇ╧†ᾂ ⱱ

ˉ╩♩ṏṏ Ḷ
♩ṏ ᾍᵩḶ
ṒḶ͖כ˛■♆ ӫ

Ὕכ е╕ ♣ˡ ˼

♩ḉṧἊ╖ ⌐ Ѹ‗ ♩ṏ
♫̎
ᾋᾂ ╧ ѻ ͖ Ӥ ᶙ
♣ˡ ʷѨ

II. Zyroid SE ἲˉ

♣ˡ■ PC›Ἁ APP ╢
ᾏᾋʹ ṧἊ Ḑ Ɑ□

ᾏᾋʹ Ң╧ ṧἊ Ϯҳ   ṧἊ

Ϯҳ ♅↑  › Ҋ
ṧἊ Ḑ ♫ ͖Ѩ ♫̎



3. Zyroid SE ◌♣
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ƷῶӢᴘ╧Ӣ ʷừ ›᷊ᴃ╧ ʷ ῳѰ ᾏ♫ ѻᵣ͖ᵎ ở↑

Ʒᾏ♫ ѻᵣ͖ᴘ ╧צּ╩ ⅔ ͑║ APP╢ Ҽ♅ṧἊ ∙קּ
ᾏ♫ ѻᵣ͖ ở↑

Ҽ♅ Hooking ở↑

Proxy / Debugger ͖Ѩ

כ Ӆ ♣ˡ ʷѨ

ƷAndroid Version Ḑ ѻᵣ͖› ҳᵛ♅

ƷAndroid ס ἲᾂ Ḑ Ḓ╧Ћᵖᵎ Ὕ♩ ╧‮ ṧἊ ʷѨ

Ʒ ӄѡ API╢ █/ ᴌ ˀ ᾏᾋʹ ṧἊ/Ὕ♩ ʷѨ

Ʒּשѻ APP╢ ♆Ḗ♅╩ API ᵏ ῴ ʷѨ

Ʒ כ Ӆ ♣ˡ כ͖ ♅↑╖ ṧἊ ˷̐╢ ᾍᴤἘ ừ

ῴἘ  ṧἊ ͖Ѩ
Ʒở↑■ ♩ṏ ┘ Ḑ ̻ ừᾊ ӫ ῴ╢♅╩ Ҽ╖ ѡ ῴἘ

  ṧἊ ʷѨ

II. Zyroid SE ἲˉ



4. ♫ ̬Ἐ
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Ṓ ♫ ╕ ♣ˡ↑ Ь Ṧ, Zyroid SE, Nexus ѻᵣ͖, USB Cableᴘ ̬Ἐӄ„ ▐ᾈѮѸ. 

II. Zyroid SE ἲˉ



5. ͖Ѩ ̬ἘҲ
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Zyroid SE╢ ⅔ד ͖Ѩ ̬Ἐ╕ ♩♅ Ӣ ṧἊ̐ Ҽ♅ ṧἊ ͋ᵖ̃ Ӌ ͖Ѩ╖ ■Ҽ ṧἊ ͖Ѩ╓ᴘ ╧ᴱ„ּקᶏ, 

╧ᵎ ♣ˡ ᾋʹ Ḑ ♣ˡ Ὕכ╖ е╪ Ὕ ▐ᾈѮѸ. 

II. Zyroid SE ἲˉ

ᾍ

ṧἊ ṏ̃Ἁ

♣ˡ■

Zyroid SE
ᶘѮ ᵝ

ᶘӟ ◐

ᵖḯᾂ ṧἊ

ᴘ→ᴃḾ Ң╧ ṧἊ

■Ҽ ѻשּ



6. Ợ‭̮ṇ ♅↑ Ҋừ
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Zyroid SEѡ Ҋṥṧ╢ Ợ‭ ṧ‎›Ἁ ˉḘӄѡ Android ͖Ḗ  ╖ Ҋừ╓ᴘ ♣ˡ╧ ʷѨ ѮѸ.

͑║
Ợ‭
ṧ‎

⅔ד
Ḷᵆ

ˉ╩♩ṏṏ Ḷ

♩ṏ ᾍᵩ ╧↑ שּ Ḑ ♩ṏṏ ӫ› ̒ Ḷᵆ

Ḷכ˛║͑■♆

⌐ ♩ṏ╢ ṏ Ḑ ╧↑ ӫ› ̒ Ḷᵆ

ᾍ↑♩ṏ╢ ╧↑ Ḑ ṏ › ̒ Ḷᵆ

Ḷ♅ ⅔˝ ⱱ

♫Ɑ ˪▄ ♆■ừ˛כ

̎̎■Ҽ˝Ἇ╧Ҽ ᾍ

II. Zyroid SE ἲˉ



Ʒ 1. ᵖ ∙˳█ᴌ

Ʒ 2. ᾏᾋʹҢ╧ ṧἊḐⱭ□

Ʒ 3. ᵖ ■Ҽ♣ˡ

Ʒ 4. ׇ╧†ᾂ

Ʒ 5. ῴἘ ♣ˡּק∙

Ʒ 6. Ϯҳ ∙קּ♫

Ʒ 7. Ѹ╧„͋ן♫̎

Ʒ 8. ở↑■█ᴌ■Ҽ ♫̎

Ʒ 9. ᵖ ̃Ὕכе╕♣ˡ ˼♫̎

III.  Zyroid SE ừἚ ͖Ѩ



1. ᵖ ∙˳ █ᴌ III. Zyroid SE ừἚ ͖Ѩ

Ʒ PC₫ Ҽ͖ PC ᾂ ᵘ ừ›Ἁ ṏӢ₫ ᵞ→ᾂᴘ ᾂᵞ ╖ Ɑ□ ʷѨ

Ʒ PC╢ ṏӢ₫ ᵞ→ᾂᴘ ᶘӤ Ң╧ ᵎ █ᴌ ⁭ █ᴌ ᾋʹ ѻ ʷѨ

♣ˡ■ PC Android ᾂᵞ

ṏӢᴘ Ң╧ █ᴌ

ᵞ→ᾂᴘ ᶑ ᵗ

█ᴌ ḟᾌ
PC₫ ᾂᵞ Sync

ᾏᾋʹ ᶑ Ҽ͖

ᵞ→ᾂᴘ ▼͑ ♫
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2. ᾏᾋʹ Ң╧ ṧἊ Ḑ Ɑ□

Page 15

III. Zyroid SE ừἚ ͖Ѩ

Ʒ Zyroid SEᵎ █ᴌ Ң╧ ᵎ ʷᴘ ӗ ᾏᾋʹ Ң╧ Ɑ□ ʷѨ

Ʒ ᾍ̬ʹ╢ SSL ở↑ ⁭ṥ₫ ừ̒╧‮ ᶘӤ Ң╧ ╢ ᶴ ╩ ʷѨ

♣ˡ■ PC Android ᾂᵞ

ᾍ

ṧἊ

Ἁḯ

Ʒ Hybrid  
Ʒ Native  
Ʒ ╪Ḗ  
Ʒ ᶘӤ Ң╧ ṧἊ Ḑ Ɑ□

ᾏᾋʹ Ң╧ Ɑ□



3. ᵖ ■Ҽ ♣ˡ
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ ͖Ⱳ╢ Ṑ◄ ♣ˡ ˼ ̬Ἐ Ḑ ṧἊ ‭ᶱʷ ʹѻ ♩ṏ █ᴌᵠ╓ᴘ Android   ■Ҽ ♣ˡ╧ ʷѨ Ҳᴙ ̬

ӄ„ ▐ᾈѮѸ.

͖Ⱳ ♣ˡ■ Zyroid SE ♣ˡ■

SDK

apktool

sign

Jd-gui

♣ˡ ˼

ϱҶ ṪἍ ↕

ᴴ ↕

ӢṧἊᴴ

ᾏ ṧἊ

ᴛ͎

ҟ

ᶉᶛᵙҟ

OWASP

▀ҟ

DB Browser

Burp

Ṓ♬⅝אַ

ҿ♠ӰḲ͢

Manifast ṪἍ

ÅÅÅÅ



4. ׇ╧†ᾂ
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ ͑║⌐ ͑║ῶ♆Ҋ ╧ ᵖᾂ ╢כ͖ כ Ӆ ♣ˡ ʷѨ

Ʒ Ợ‭̮(̎̎, ͑║, ᾍ, ♫Ɑ ӫ)ṇ ṏῶ ⅔˝╖ ⱱ ♣ˡ ʷѨ

ṏῶ ⅔˝ (̐♫) ׇ╧†ᾂ

Ḷᵆ
⅔˝
ⱱ

ˉ╩♩ṏṏ Ḷ
(ˉ╩♩ṏ╢

͖ὢ♅.̒ᵖ♅ ṏ Ɑ )

♩ṏ ᾍᵩ ╧↑ שּ Ḑ
♩ṏṏ ӫ› ̒ Ḷᵆ

(ᶘӤ Ợ‭̮)

Ḷכ˛║͑■♆
(ᾂᵞ ͑║ῶ♆Ҋ
╧ ᵖᾂ )

⌐ ♩ṏ╢ ṏ Ḑ
╧↑ ӫ› ̒ Ḷᵆ

(╧Ҽ ᾍở)

Ʒ Ḣᾍ ᴘ͋ן ♅↑

Ʒ █ᴌ♩ṏ ṏ Ҋ ♅↑

Ʒ ͑║♩ṏ ⸗ѻʹ ´ ♅↑

Ʒ ▄╢ˉⱭ קּ Ḑ ѻ

Ʒ   ᶱ˷Ἐ ˡּצ

Ʒ Ӣ(ᶘӟ) ṏ

Ʒ   ♣‏

Ʒ   ⌐.ṆⱭ ᶘѮ ᵝ

Ʒ   ⌐.ṆⱭ ᴘ͋ ͖ᴙ

Ʒ ᵾ ᴘ͋╩ קּ͑

Ʒ ᴙ͖כ˛║͑ ♩ṏ ṏ̒

Ʒ ᾂᵞ › ⅔ד ͑║♩ṏ קּ͑◌♄



5. ῴἘ   ♣ˡ ͖Ѩ
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ ⌐ ṧἊ╖ ῴἘ   ♣ˡ ∙קּ

Zyroid SE ῴἘ   ṧἊ ̐♩

ῴἘ  
ѻ

ṧἊʷ╢ ѻ ̐♩

Å א⁴ ̻
Å ⌐ ♩ṏ ̻
Å SMS♩ṏ ̻
Å IMEI ̻
Å ᶆׇ ̻
Å ᶙᴙ ̻
Å ӭḒ╧ᾂ„Ӣḇ
̻

Å ӫӫ..

Ʒ  ͖Ѩ ᶙᴙ
  ̃┘ ͖Ѩ ╩

⌐ ṧἊ ˷̐ ♥רּ ╩

ѻ

Ʒ ⌐ ṧἊ

א⁴ ,⌐ ♩ṏ,
SMS♩ṏ,ѻᵣ♩ṏ
Ý№ṥ ┘ ⌐ ╩

ởּש♩ṏ,╩ּצἉ♩ṏ,
SD Ӣ♄◌ ╪ᶙᴙ
Ý ╪ Ὕ♩ Ḑ №ṥ
┘ ⌐ ╩

ӭḒ╧ᾂ „Ӣḇ
̻ ⅔
ÝῴἘ   קּ



6. Ϯҳ ♫ ͖Ѩ
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ Ϯҳ Ӣ ♫ᵎ ∙Ṓ Ӣ ṧἊ ∙קּ

Ϯҳ ♅↑ Ӣ ∙Ṓ Ӣ

-
+F.*./).̈.*ekG,-JG E­¦³DRI#i+ ¦
n$1; - ^ -DQZ-
+F.*./).̈.*ekG,-JG E­¦³DRI#i+ ¦
n;

+,- ¤µp2, p0, -
+F.*./).̈.*ekG,-JG E­¦³DRI#i+ ¦
n$1; - >·¢­D#).°:̧ - *./).0.", ^+¯&©dow ;

,¯³¯- ).
N¦¯¥@*,¢°¥

Ϯҳ ♫

Lcom /android/ mediaplayer /Controller
$MiniScreen$1; -
>this$1:Lcom/android/ mediaplayer /C
ontroller$MiniScreen ;

iput - object p2, p0, 
Lcom /android/ mediaplayer /Controller
$MiniScreen$1; -
>val$window:Landroid /widget/ Popup
Window ;

return - void
.end method



7. Ѹ╧„͋ן
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ ♣ˡ■╢ ὲ↔   ᴘּר ṧἊ╖ ⌐ Ѹ╧„͋ן ͖Ѩ ♫̎

Ѹ╧„͋ן ṧἊ

SMALI

# direct methods
.method constructor 
< init >( Lcom/android/ mediaplayer / Controll
er$MiniScreen;Landroid /widget/ PopupWin
dow ;)V

.locals 0

.parameter

.parameter

.prologue

.line 1
iput -object p1, p0, 

Lcom/android/ mediaplayer /Controller$Min
iScreen$1;-
>this$1:Lcom/android/ mediaplayer / Contro
ller$MiniScreen ;

iput -object p2, p0, 
Lcom/android/ mediaplayer /Controller$Min
iScreen$1;-
> val$window:Landroid /widget/ PopupWind
ow;

.line 752
invoke -direct {p0}, Ljava/ lang /Object; -

>< init >()V

return -void
.end method



8. ở↑■ █ᴌ ■Ҽ
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ Ҽ♅ ṧἊ›Ἁ ở↑■ █ᴌ ᾋ ᾂᵎ ♄◌ ⁭ ◐ở↑

Ʒ Ҽ╪  › Ҋ ṧἊ›Ἁ ѻὠ ḖṐ □‭╖ ἲ

ṏӢᴘ Ң╧ █ᴌ

ᵞ→ᾂᴘ ᶑ ᵗ

ở↑■ █ᴌ

UI ᴌ Ṇ˼ קּ

ở↑■ █ᴌ ♄◌ ̒ᵖ



9. ᵖ ̃ Ὕכ е╕ ♣ˡ ˼
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III. Zyroid SE ừἚ ͖Ѩ

Ʒ ͖Ⱳ╢ Ṑ◄ ♣ˡ ♇ ʹἲ

Ʒ ♣ˡ› ⅔ Ѹ‗ ♩ṏ ♫̎

Ʒ Intent ♩ṏ

Ʒ Content Provider ♩ṏ

Ʒ Ἁḯ ♥ἳ ♩ṏ

Ʒ ᶱᴌ Ӆ Ϯҳ ♩ṏ

Ʒ USIM, ѻᵣ ID ♩ṏ

Zyroid SE ♫̎ ♩ṏ

Zyroid SE ♣ˡ■

ᵖ שּ ♣ˡ ˼

Ʒ ᵖ Intent Ɑ□ ♣ˡ ʷѨ

Ʒ Content Provider Injection ♣ˡ ʷѨ

Ʒ ᵖ Ἁḯ ♣ˡ ˼ ♫̎

Ʒ ᵖ Ϯҳ   ♣ˡ ˼ ♫̎

Ʒ ᵖ USIM, ѻᵣ ID Ɑ□ ♣ˡ ˼ ♫̎


